and diagnose robots or machines in a factory or for educational applications, to monitor developmental childhood or to create a problem solving environment.
Main idea of this paper is to detect the compromised nodes using Sequential Hypothesis Testing (SPRT). Two scenarios are checked here. In first scenario, the whole network is divided randomly into some number of zones where software attestation is performed over the affected zone with maximum number of untrustworthy nodes which consumes more energy and provides more delay whereas in second scenario the whole scenario is divided into low trust samples and high trust samples where only high trust samples are used in transmission and reception. This is performed using Biased SPRT. Since only high trust samples are used the problem of compromising is restricted. Hence it provides better results than the previous scenario.
II. Model
A two-dimensional static sensor network is assumed in which sensor nodes do not change their locations after deployment since they are immobile. Their locations can be obtained by using some Secure Localization Schemes. We also assume that the link between all sensors is bidirectional as they can perform both transmission and reception. Let's assume an Adversary attacks a set of nodes in each Zone. However, we limit on his attack capability such that he does not compromise a majority of the nodes in each region. This is reasonable, since compromising a majority of sensor nodes in a region is far from optimal. This is mainly because his influence is limited to the region while he spends substantial time and effort to compromise many nodes. The same time and effort could instead be used to spread out compromised nodes over a wider area and cause greater disruption to the network.
III. Dectection And Revocation Of Compromised Nodes
Reputation-based trust management schemes do not stop compromised nodes from doing malicious activities in the network [2] [3][4] [5] . Also, existing schemes based on software attestation require each sensor to be periodically attested because it cannot be predicted when attacker compromises sensors. The periodic attestation of individual nodes will incur large overhead in terms of computation and communication [2] . To mitigate these limitations, we propose a zone-framed node compromise detection and revocation scheme. Our scheme facilitates node compromise detection and revocation by leveraging zone trust information. In the first scenario specifically, we divide the whole network into a number of zones randomly like Z1,Z2,Z3,.....For each zone a Trust Aggregator(TA) is assigned for a particular time slot. The Trust Aggregator is responsible for collecting the log information's from all the nodes available in that particular zone for that particular time slot. Once it fetches all the informations's then the Trust Aggregator sends the report to Base Station(BS). This way all the Trust Aggregator of different zones sends their report to Base Station. At Base Station, all reports from different zones are checked. Each reports contains some particular Trust Value(TV) which is checked in accordance to a Threshold Value(TV) set prior at Base Station. Once the Trust value is below the given Threshold Value, the corresponding node can participate in further transmissions and receptions. But, if the Trust Value of particular node is higher than the given Threshold Value, that particular node is said to be Compromised Node(CN) or Malicious Node(MN) or Untrustworthy Node(UN). This particular node is considered as affected. The Zone with maximum compromised nodes are said to be affected zone. The affected nodes in that particular zone can be restored by performing Software Attestation schemes. This Software Attestation Scheme checks for the subverted module and programs and restores them using SPRT. In this case, large delay is noticed as each node's log information has to be collected every time. Also, overhead and energy consumption is high.
In second scenario the whole network is considered into two set of samples: low trust samples and high trust samples where only high samples are considered to take part in the network transmission using Biased SPRT. Therefore, less delay and less energy is consumed compared to previous scenario.
IV. Protocol Description

A. Network Formation
A network is divided into a set of zones with Trust Values and untrustworthy zone is detected in accordance with the zone Trust Values. Once a zone is found to be affected or untrustworthy then software attestation is performed by the network operator over all the sensor nodes present in that particular zone. Since, the software attestation is performed over all the nodes including the Honest nodes/Trustworthy nodes along with compromised nodes, only in untrustworthy nodes it incurs less overhead. In our scheme, specifically SPRT method is used as this method depends on multiple evidences rather than single evidence. Also, its known fact that multiple evidences produces accurate result when compared to single evidence. Therefore this statistical method is chosen which contains two limits namely null hypothesis and alternate hypothesis. These two limits play major role in determining the correct results. When the Trust Value is less than the given Threshold Value, it is considered to be null hypothesis and it can be included in the upcoming process whereas when the Trust Value is greater than the Threshold Value, it is considered as affected requiring revocation. The main advantage of using SPRT is that correct decision can be reached at very shorter time providing low false positives and false negatives.
The network operator assigns each node with unique ID and preloads each and every sensor node with shared secret keys to communicate with Base Station and pair-wise keys to communicate between themselves[6] [11] . Zone area plays an important role in estimating the cost of the system. For example, if the zone size is small it would not be possible to place all the nodes within the zone without causing some disruptions. And if the zone is huge, the intra-communication between the nodes require multiple hops which increases the cost of the system[12] [13] . Therefore, zone is taken in the form of square whose perimeter is P such that the diagonal is √2P equal to the communication range and the optimal zone size is √2P/2. The network operator assigns each node with unique ID and preloads each and every sensor node with shared secret keys to communicate with Base Station and pair-wise keys to communicate between themselves[6] [11] . Zone area plays an important role in estimating the cost of the system. For example, if the zone size is small it would not be possible to place all the nodes within the zone without causing some disruptions. And if the zone is huge, the intra-communication between the nodes require multiple hops which increases the cost of the system [12] [13] . Therefore, zone is taken in the form of square whose perimeter is P such that the diagonal is √2P equal to the communication range and the optimal zone size is √2P/2.
B. Trust Aggregator Setup and Trust Evaluation
The network considered here is static network which contains sensor node s with fixed location. The sensor node s discovers the ID's of its neighbouring nodes and establishes pairwise secret keys with them. The Trust Aggregator is selected(TA) in round robin manner using pseudorandom number. Each node acts TA in its given duty time slot and the starting time of each node is same providing same permutations. For each time slot Ti, one node act as Trust Aggregator by collecting the log information of all neighbouring nodes and also includes its own log information which are together called as Trust Reports. The more information is shared between the nodes, the more will be the trust level. Neighbouring nodes are represented using s . 
Parameters Values
Simulation area 1000*1000m
Number of nodes 100
Transmission range 250m
Simulation duration 150ms
Mobility model Random waypoint Propagation Two way ground
C. Detection and Revocation
Each TA sends its trust reports to the Base-Station along with fresh time stamp. Hence, here replay attacks can be avoided [7] . As already the BS is maintaining the list TA's neighbouring lists, it would be easier for the BS to detect most affected zone with maximum number of affected sensor nodes. For this purpose basic simple SPRT is used which contains both null hypothesis and alternate hypothesis [8] . When the Trust Value is less than Preset Threshold Value, it is considered as null hypothesis and these nodes are eligible to participate in further transmissions where as the nodes with alternate hypothesis are corrected using some available software attestation schemes. The whole network is divided into two sets of samples low trust samples and high trust samples. The sensor nodes with low trust values are not allowed to participate in the transmission and reception process in Biased-SPRT. Instead only high trust values are used exclusively. Since only high trust samples are taken into consideration the probability of false positive and false negative is lesser compared to the first scenario of simple SPRT. Also delay, throughput results are better than the first scenario. 
V. Simulation Results
The network environment contains 100 nodes for simulation within a network area of 1000*1000m.The simulation time or simulation duration is 150ms and the propagation model chosen is a Two way ground model capable of both transmitting and receiving. The main three metrics used to evaluate the performance are Number of reports, False positives, False negatives. Number of reports is the zone trust reports sent by TA to the BS. False positive is the error probability that a trustworthy zone is impersonated as untrustworthy zone. False negative is the error probability that a untrustworthy zone is misidentified as trustworthy. Performance parameters like delay, throughput, energy consumption etc simulated using Network Simulator2(NS2) of version 2.26. The simulated graphs clearly shows that delay is lesser and throughput is also better in Biased-SPRT. 
VI. Conclusion And Future Enhancement
We infer that the Biased-SPRT requires fewer number of samples to arrive at a correct decision than the simple SPRT used in first scenario. The performance of Biased-SPRT is comparatively better than the result of first scenario. First scenario with Sequential Hypothesis Testing(SPRT) gives 78.6% of correct performance and second scenario with Biased-SPRT provides 83.4%. Future enhancement method will be Policy Enforcing Protocol first, policy implementation in the multi-tier networks is entirely distributed without relying on any central trusted choke points. Second, the trusted networks are self-organized. They can be established and managed spontaneously without requiring pre-deployed trusted entities or centralized management. Third, the multi-level trust enables flexible enforcement of complex policies, which can be defined across various interdependent protocols and enforced independently.
